GUIDANCE NOTE FOR RESEARCHERS
BACKING UP ELECTRONIC FILES
RETENTION PERIODS
This guidance note has been created in consultation with the Trust’s Informatics Department.

FAQs
In terms of backing up files, is the Trust system safe enough for us not to separately have to back-up copies of our own files?

The Datacentre Team have a backup routine that starts around 5 pm each weekday. The backup is run on each server (circa 500) in turn.  These backups will include all the new and changed files from that day, over the weekend we take a full backup of each server, this includes all files.

All this means that the most you could realistically lose is one day of work – ie, if you started a piece of work at 8 am and deleted it at 4 pm, the backup wouldn’t have run before the file was deleted.

Backups are kept for at least 3 years, depending on the type of data.

Does having Read Only access to a file stop someone from moving, deleting or overwriting the file?

Yes.  With Read Only folder access, this means users can only read the files in the specific location.  Read Only does mean they could take a copy of the files and edit a copy, but not the original.

When are we allowed to securely destroy research documents?  Is there a general time limit and a procedure for doing this?

The retention period should be stated in the IRAS application form and subsequently approved by the REC.  The Trust’s policy on record retention periods should also be taken into account (all policies are available on the Trust’s intranet) and the greatest of the two should be adhered to.  The Trust’s management of NHS records policy refers to the Records Management Code of Practice for Health and Social Care 2021; please check for retention periods in this document.  All paper documents should be destroyed and electronic files deleted at the end of their retention period in a confidential manner in accordance with Trust policy and the dates documented in departmental records.
Where do I find out more information?

More information on information security and management of NHS records is provided in the Trust’s information and IT security policy and the management of NHS records policy.  Please remember to always refer to the latest version of Trust policy.  The latest versions of all Trust policies can be found on the Trust’s intranet.   
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